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ABSTRACT 

In this paper, A blind algorithm is introduced to insert the watermark and extract it onto 

vector map data in the spatial area of all types of features (Point, Polyline, and Polygon) 

which improved the results of previously developed algorithms. A main feature of this 

algorithm is creating a strip buffer that surrounds the block’s diagonal line (mirror) and 

embeds watermark only on the features that lie within that buffer instead of watermarking 

the whole block. As a result of considering only the strip buffer, the proposed algorithm 

reduces the induced error caused by the mirroring procedure. The algorithm is robust 

against all geometrical attacks (translation, rotation, scaling), simplification, interpolation, 

and noise attacks. Although the algorithm can embed watermarking in all types of objects. 

Keywords: GIS, Copyright Authentication, Digital Watermarking, Vector Map Data. 

1. INTRODUCTION 

Geographic Information System(GIS) vector map is akind of strategic 

information resource that is broadly used in developing social economy, 

national defense,and commercial applications. In the community of 

geographic information science ,the Copyright protection of geospatial data 

has become a pivotal issue .Digital watermarking is one of the means which 

used to protect the copyright of the data. Geographical data consists of the 

geographical objects which represent various objects in the real world. 

Geographical objects can be classified into three basic geometrical elements 

which are points, polylines and polygons [1]. There are two types of data 

that can be stored in GIS and they are found on a map [14]. These data are 
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raster data sets and data vector sets are both necessary in GIS.The 

watermark procedure is defined as a pair of algorithms insertion the 

watermark algorithm, and the extraction algorithm. The inserting algorithm 

takes the data file and the secret keys as inputs and generates the 

watermarked data. The extraction algorithm takes the watermarked data and 

secret keys as inputs to detect and extract the watermark. 

2. LITERATURE REVIEW 

Current digital watermarking technologies can be categorized into the 

following categories: 

2.1 Watermarking techniques in spatial domain 

A watermark scheme in a spatial domain merges the watermark by moving 

vertices or adjusting the coordinates vertices.However in transform domain, 

it is not easy to control the distortion after embedding watermarks. The 

distortion and position accuracy are very necessary in map field soSpatial 

domain can be a good method in vector map data [2]. The researchers in [3] 

improved watermarking system  which based on modifying the location 

relationship of vertices, but the system was fragile to noise attack. In [4], the 

researchers used a square mask of arbitrary sizes instead of a fixed size. But 

this method was the selection of an optimal mask size in order to preserve 

the vector topology for the vector map. In [5] the authors proposed a blind 

watermarking algorithm method for watermarking 2D vector map. 

Watermarks were embedded in a spatial topological relation by slightly 

modifying the metric measure of the spatial topological relation. The 

algorithm was not sufficiently robust to cropping and simplification attack. 
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In [6],theycreated anew method for digital watermarking using angles. This 

method suffered from the incapability to detect watermarks if the interior 

angles were changed. The researchers in [7] evolved used the spatial 

topological relation between polygons as a cover data, and watermark was 

inserted by slightly adjusting the selected LSB (Least Significant Bit) for the 

metric measurement of the spatial topological relation. The algorithm was 

not sufficiently robust to cropping attack. 

2.2 Watermarking techniques in transform domain 

The transform domain technique is used to perform some kind of 

transformation to the coordinates, and to embed the watermark information 

into the transformed coefficients. The typical schemes are implemented in 

following domains: DFT (Discrete fourier transform) domain, DWT 

(Discrete wavelet transform) domain and DCT (Discrete cosine transform) 

domain. The researchers in [8] proposed a digital image watermarking 

scheme based on discrete cosine transform (DCT) and discrete wavelet 

transform (DWT).proposed scheme has well good robustness against 

common watermark attacks.In [9] authors designed DFT (Discrete Fourier 

Transform) blind watermarking model.  The vertex sequence that extracted 

from vector map was carried on DFT transform.  This technique sat up a 

watermarking scheme to embed the watermark into the phase of DFT 

through quantification. The algorithm wasn’t robust against deleting 

vertices, clipping, and scaling. In [10] researchers presented a watermarking 

algorithm for copyright protection of geographical maps composed in vector 

format. A watermark was embedded in the low frequency coefficients of 
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wavelet transform (WT). It does not include improving However, it didn’t 

improve robustness for some types of attacks like cropping and map 

simplification vector data. Researchers in[11,12] recommended vector maps 

for a new watermarking algorithm that used the Minimum Encasing 

Rectangle of the map. Spatial data was transformed into frequency domain 

with DCT. Watermarks were embedded in DCT coefficients with middle-

frequency. By slightly modifying the distribution of vertices, a watermarked 

map was generated. Watermark synchronization was achieved by 

introducing a MER. However, a vector map may have several MERs. 

3. THE PROPOSED WATERMARKING METHOD 

3.1 Step for watermarking algorithms using square mask 

1) Partitioning the map and calculating the number of blocks 

2) Watermark generation 

3) Buffer creation 

4) The suggested method for  embedding  Watermark 

5) The suggested method for  extracting Watermark 

3.1.1 Partitioning the Map and Calculating the Number of Blocks 

The map is divided into blocks of equal areas. Initially number of blocks is 

assumed by certain value for the number of blocks in x, y direction 

respectively. The then map is divided bases on this number. The following 

are the steps: 

 Calculate  the layer extent. 
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 Compute  the map width and length. 

 Calculate the width and height for each block, then partition the 

whole map into the supposed blocks.  

 Calculate number of true blocks in x and y directions. 

 Start dividing the map from the above left corner of the map until to 

reach to the lower right corner of the map as illustrated in Figure 1. 

 

Figure 1 Partitioning vector map into blocks. 

Counting the vertices in each block. Due to irregularity of vector map, some 

blocks do not contain vertices. The watermark cannot be embedded in 

empty blocks because it cannot extracted from it at the detection process, 

Then calculate number of blocks that contain feature = Nf. 

3.1.2 Watermark Generation of the Proposed Method 

- Generate Watermark{s} of length Nf by following steps :- 

- Get key K1 and encrypt it using md5 encryption algorithm, then 

convert it to binary representation (r (n) = {O, 1}). The K1 binary 



Journal of Humanities and Applied Science (JHAS)                         Issue No. (31)  December 2018 

 

- 30 - 

 

 

 

string must have length Nf, so calculate the diffusion factor dk1, 

Where dk1 = Nf/K1 binary string length. 

- Then repeat the k1, dk1 times to get its length = Nf.   

- Choosing WM string of length K, then produce the new diffused 

watermark string {S(n)} of length Nf. The number kd is the diffusion 

factor Like thatkd =Nf/k, Repeating kd times  for the watermark of 

length. 

- Apply XOR operation between the watermark bit string and the 

key1. 

- Generate key K2 and encrypt it using md5 algorithm and diffuse it 

by the same method as K1 to have length = Nf, then it is used to 

permute the result XOR. The result is the watermark bits sequence 

which will be embedded to the map. 

3.1.3 Buffer Creation 

Create a buffer around the diagonal line of each block. The watermarks are 

embedded only on the features that lie within the buffer’s polygon. 

3.1.4. The suggested method for  embedding  Watermark 

Each block will have the same copy of watermark bit. The watermarks are 

embedded in the following steps:   

 Obtain the basic coordinate values for the above left and lower right 

vertex of the block. 
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 For each block’s buffer at which the watermark will be applied, the 

area is split into two Sub regions where the boundary between them 

is the diagonal line. 

 For each feature 

- For each coordinate in the feature, check if the vertex lies in the 

above or lower buffer. 

- Count the number of vertexes that lie in the above and lower buffers. 

- If the number of coordinates that lie in the above buffer is equal to 

the number of coordinates of the feature, this mean that the feature 

lie in the above buffer.  Then check for the watermark value if 

watermark bit is 0, then the feature coordinates must be reflected 

symmetrically on the diagonal line to the lower buffer. This is called 

mirroring. 

 

Figure 2 Embedding watermark bit 0 to the block 

- Else if the number of (n) coordinates that lie in the lower buffer is 

equal to the number of (n) coordinates of the feature, this means that 

the feature lies in the lower buffer. Then check for the watermark 
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value if watermark bit is 1, then the feature coordinates must be 

reflected symmetrically on the diagonal line to the above buffer, see 

figure 3. 

 

Figure 3 Embedding watermark bit 1 to the block 

- Exclude the features that intersected with the buffer boundaries or 

buffer mirrors and the buffer do not contain vertices. 

- Then calculate the watermark length Nw.    

- Then, repeat the embedding of all blocks in the entire vector map . 

Mirroring Equations: 

The mirror (line that represet the diagonal line). This mirror divide the 

buffer into two subregionsthe above and lower buffer,the line connect two 

points p1(x1, y1), p2(x2, y2)), [8]. 

A = y2 – y1 

B = - (x2 - x1) 

C = -A * x1 - B * y1 
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M = Math.Sqrt (A * A + B * B) 

A1 = A / M 

B1 = B / M 

C1 = C / M 

D = A1 * pnt(x) + B1 * pnt(y) + C1  

pnt1(x) = pnt(x) - 2 * A1 * D  

pnt1(y) = pnt(y) - 2 * B1 * D 

Where “pnt” is the point which we wants to make mirroring for it 

Pnt1: is the point after mirroring. 

3.1.5 The suggested method for  extracting Watermark 

The main idea is to extract the watermark from the watermarked map then 

compare it to the input watermark from user to check authentication. 

 Get the map extent and calculate the block area and number of 

blocks as done in the embedding process. 

 Divide the map into blocks as done in the embed function. 

 For each block: 

- Calculate the buffer. 

- Calculate the mirror (diagonal line) coordinates for all sections. 

- Calculate the above and lower buffer coordinates. 

- Retrieve all features that lie within the block in dataset. 
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- Read one bit for each feature and take the majority bit as the 

performer bit for the block A
(n)

.If the whole feature’s coordinates lie 

in the above buffer, then read bit 1. If the whole feature’s 

coordinates lie in the lower buffer, then read bit 0. 

 Concatenate the extracted watermark bits to get the watermark 

binary sequence. 

 Reorder the watermark binary sequence by opposite permutation by 

the key K2 to get {S(n)}. 

 Generate pseudo random number of length N{r(n)} by the key k1. 

 Apply XOR operation between {S(n)}, N{r(n)}. {S} = {S(n)} ⊕ 

N{r(n)}. 

 Taking the substring of length k and taking the majority bit, the 

watermark(WM) of length k is obtained. 

 Compare the extracted watermark with the input watermark to check 

authentication. The comparison is done between the two watermarks 

strings and at the binary level. 

 If the extracted watermark and the input watermark are matched, 

then the watermark is extracted. 

3.2. Experiments & Results 

The presented watermarking algorithm is tested on a polygons landuse 

vector map for Libya. The features of the map are as follows: Number of 

polygons = 1236 polygons, Projection: Geographic Lat/Lon, Extents:  min 
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x, min y = (9.48176, 24.0776), max x, max y = (25.104, 33.0751). In the 

proposed algorithm, the RMSE is needed to be lower and decreasing the 

mirroring effect in the features. Watermarks are embedded to the nearest 

features from the mirror. This can be done by using a polygon buffer around 

the mirror with certain area and apply watermarking only for the features 

that lie within that buffer. Also the block area is reduced by increasing the 

number of blocks in the map, the input watermark parameters are: key k1: 

10101, key K2: 01110, watermark string: 10110 see figure 4. 

 

 Figure 4the watermarking application 

By testing the algorithm, assuming the initial number of side segments 50, 

100.The optimum number of side segments is 100. We selected value 0.06 

as the optimum buffer area because the RMSE is small = 0.00737 and 

WmCount =104.Figure 5 presents the connection between number (#) of 

side segments and WmCount with using buffer and without using buffer. It 

is noted that the number of watermarks is higher without using buffer. 
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Figure 5 Relation between # of side segments and WmCount with buffer and without buffer 

Figure 6 presents the RMSE values with different number of side segments 

with using buffer and without buffer. It is noted that the RMSE is lower at 

using buffer.At initial number of side segments =100, the RMSE value 

without using buffer is 0.02658 and the RMSE value with using buffer is 

0.00737. 

 

Figure 6 Relation between # of side segments and RMSE with buffer and without buffer 

From the above figures, it is concluded that the best number of blocks =100 

at which the RMSE is small and at the same time the watermarks is 
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robust.The proposed algorithm is superior to M. Sakamoto and H. Kang 

algorithms by using buffer. 

TABLE1 A COMPARATIVE STUDY WITH PREVIOUS WORK 

 

List of abbreviations in table 1: 

Inv — inevitability, the ability to recover the original map. 

Geo — geometric attacks such as translation, rotation etc. 

Sim — map simplification.Int — map interpolation.Reo — map data 

reordering.Noi — low amplitude additional noise.Err — whether the error 

of map coordinates can be well controlled.Sh — whether the shape 
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distortion of map elements can be controlled.To — whether the topology of 

map elements is considered. *— better results achieved. 

4. CONCLUSION 

The proposed algorithm which on the vector map data was a blind for 

watermark insertion and extraction which improved the algorithm by 

H.Kang [6] by creating a buffer that surrounds the block’s diagonal line 

(mirror) and applied the watermarking algorithm only on the features that lie 

within that buffer. The method reduced the induced error caused by the 

mirroring procedure. The algorithm was tested for geometrical attacks 

(translation, rotation, scaling), simplification, interpolation, noise attacks 

and the results indicated that the algorithm is robust versusall these types of 

attacks. 
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